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1.2. HEEE

BraveGATE CORE (3. H'1F=wOET/ 1 X#lfHl&E RESTful APIIC K DI T B3I XFT LTI, UTD
FRISEEBEE BRI LU E T,

T\ ZHIEIAPIDBERE (—EBIRMR)

o BIRFUplinkE K
UplinkRIBRE%E
UplinkHiE%E
UplinkRE{EERE
UplinkB%1t6 - 1L
Ty -8Bt - EWL
BEL Y IRE

s LIRIEE
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IU—5 —HIEIAPID#ERE (—ERHRA%)

s TINTARITxILIVVT
s Jp—LDIT7 TV IT—K~
o FHigE

1.3. APIESEERIEE

« HTTPSIC KB+ 1 7ILEE

o BIEBERIC KD F 1 PHEIoTY R T LDEBE
FINT R, Ib—5 — &84 UBraveGATEY —EXBBATHH P UL XAREE T B &I K
D, LFa17HIoTY X T LDBERTETZEI,

. JSONFERIC & BF— 5 DFIFEL
JSONFERICEBT—IDZFELICELD. SETEHIRTLEDEEERRICLET,

* WebhookZERICKDT—IDZ(FEL
WebhookEZEFI D ElCLD. TNTXDEIVY—BHRETHANICHY T LICIEHIT S ENT
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2. N5
2.1. shellOEFTRE(CDULT

AI1—H— RTIE. UNIX/Linux_ETMsh(Bourne Shell) E COcurl IV Y RETFHERIELFE I,
Mac OS XS —=F )L CEERRICEITRIBET T,

Windows 10 Ver.1803LFE(C DUV TIE. OV Y RZTZOY TR LD lcurlexe| (C CHEBRICEITRIBETT,
FAHEZXTCTHEALTLIET L,

StEAMshell prompt(d. —RERVEBAIRELT" § " (CTRAIBLE T,

) co&EEMET Bo

$ curl https://api.example.com

BRETHBSBEDICOVTIE. UTORICTVY RRITEODERKRTZRITTERE L XTI M. JSOND
RRICOVTEIAGMEEZERL D 7 1ILERE L TCRBH LT T,

51)

$ curl https://api.example.com/v1/foo

{
"status": "202"

}

FTBIF -d efile.json MERIC. JSONT 7 T IVEIEET BIHBE(EF IV Y RBHIOEIC. T7TILOABTE
el T CEREHMLFT I,

$ curl https://api.example.com/v1/foo -d @foo.json

2 71 JLABA: foo.json

{
"authkey_id" : "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefgh",

"authkey_secret" :
"ABCdE@f1ghi2j3KLMNoPQrStuV45wxYZ6aBcDEfGHIIk81mNOpqr9S@TuviwXyzabC",
"timeout_seconds" : 86400

}

KPR, EE - REEASHSENICOVNTIE. UTORICOVY FRTERODEERRTZHED (TN IX
YhEeH(CHmITTEEH LI I,

$ curl https://api.example.com/v1/bar
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IO U 2B EMERR S NILL
KHLUTZBE. UTORERTREL D,

{
“errors": [
"apikey is invalid."
]
}

2.2. XFHDFEIZRED
RFC3092 (CREL). BIRDLLZZFF)E LT foo bar baz qux ... ZHEALE I,

http://www.rfc-editor.org/rfc/rfc3092.txt
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3.8 7L VR

3.1. API{TERE (C DL\ T
APIDORESTARRIC DWTIZATURLICTRABEEINTHIDFIDT. C2lBLIET L,

http://developer.braveridge.io

£ O T XURLICESEH TN TLD. Parameters . Responses M Description BF(C Exmaple Value & LT
oI, Model & U CTJSONDIERRMEBHINTH DI I THD. CEBR T,

3.2. APIfERT5E

3.2.1. EKURLICDUL\T

APIHEHOEARURLICDULTIZ

scheme: https
host: api.braveridge.io
path: /v1/[command]

https://api.braveridge.io/v1l

EUTAPIZERHELUE T, 53) Mvll EAPION—T 3 VESANpathOEBICNESNTEREHEINTULE
ER

3.2.2. BIEABRICDWNT

APIE(E(FHTTPSIEHTITINE T, YOI X MEL ARV REEBEEJSONELTIT A —V W LI,
mAOI>YF Y51 F(3 application/json T,

ISSA—FBEICAVSINFI—REUTF-8E LET, YT IR ISA—IHIULIRYXIISA—
5 ($JSON.[ECMA-404 The JSON Data InterchangeStandard]& U. ZM0JL— ~E3K(Frequestd K

Uresponse& UE T, HTTPERAw A —Acceptid. "application/json” £ U < (&, "**"EBEL T
Lo

) VO T X SBEFOHTTP Header

Host: api.braveridge.io

Accept: application/json

X-Braveridge-Token: TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX

Content-Type: application/json

4 Braveridge Co., Ltd.
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3.23. LXRYZDRTRICDVWT(R—IRXR—T3Y)

—EBEXTHEERDBERERTIT BES. RESTIUl API DR—IRX—Ia VETICR—IVIETVZ
9,

Bl R=IR2 3 VDR

"total": 29, @

"pages": 3, @
"limit": 10, ®

"current_page": 1, @
"next_page": "https://api.braveridge.io/v1/routers?1limit=10&page=2" ®
}

@ ~—5 IV TR DERSIE

Q@ 2EOR—IH

® 1 R—ICKRTYT B3EAM(default G104f)
@BRAXRTILTLBER—=

® RPHR—JDURL

T I AW EDRTEFBII0GELEDE T, APIOY DU I X ~EFCquery string(c T, limitdD4#1. page#
EIEEITBDCEMTEE T, limitDHFHII. 1-1000DETIEET S EMAIREET I,

) 4#1000% 18R U 1235 & DURL

https://api.braveridge.io/v1/routers?1imit=1000

) 100RTND3IR—IBERR L ILIBEDURL

https://api.braveridge.io/v1/routers?1limit=100&page=3

3.3. Auth API(cDUL\C

BraveGATEDMAPIZFERT /2. Jb— 7DDV SR (email_address, password) EUL (3. JL—
7770+ ICHRMY < authkeySREEEIR (authkey_id ,authkey_secret) Z{HHE L TAPIC 7O XY
BTokenZ 179 D Auth API[C DUV TEHEALZF T,

W— b7 HD Y MER. authkeysREHBIRIC DL T, Y —EXEHAR(ICUHELDFETIN
NOTE F T, authkeyRIHEHRIC DUV TIE. BEHFEDBraveGATE 15 —R—5FILLD. &
HRTURIIBHREOBEE T OBEZIRHEIBZFETT,
3.3.1. JL— 7DV LK BTokenDF1T (POST /auth)
TN —T - (X—=JILPRLUX) /IR T—RZE, JL—c7AD Y RRIIBHREEVE T,
W—c7HDOY RFEHERZHEA L. POST /auth 93 C &CKDBEICIMEILAPID ~—2 VEREEAD
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apikey & token Z&{TLE I,
ETIVUR
$ curl -s https://api.braveridge.io/v1/auth -X POST -d @auth_first.json

<RESPONSE>

{
"apikey" :"AKOAQX9S3FXXXXXXXXXXXXXXXXXXXXXXXX",
"token" : "TKLTb5GThRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"
"expire_at":"2019-01-10712:01:23+09:00"

7 7 1 JURA: auth_first.json

{
"email_address" : "foo@example.com",
"password" : "example_password",
"timeout_seconds" : 86400
}
W—=T RO REEBRE#HE > THEITU apikey & token B> TIRTDIRIEETT
ZFITH. BERR—IILEEBraveGATEN IR TNHYU Y —IADTENDEFIREL 7D
NOTE T XMAEEICED e, BEARMICAPI7Z O R(CIL—T ROV RERIEBEREFENDELO K

S(CLUTTFE, authkey_id & authkey_secret (. BraveGATE 1—H—/R—5)L(R{H
FE)VLDEBRITCETIINT, 7V T—23 VS —NBIEBEODTIZFDENSMR
TEEY,

3.3.2. authkeyzB:EE3R API77 2 X BTokenDF4T(POST /auth)

FITI NI authkey_id & authkey_secret TEREEZTTL). apikey & token % POST /auth (CTEVGL X
EP

BIFO. authkey_id. authkey_secret MEITINTULZIES

authkey_id: AICDEFGHIJKLMNOPQRSTUVWXYZabcdefgh
authkey_secret: ASCdE@f1ghi2j3KLMNoPQrStuV45wxYZ6aBcDETGHIIk81mNOpqr9S@TuviwXyzabC

CORIBEREMHAL. LUTORKRICOVIYREERTLIET,
timeout_seconds ZIBE L T. 24KFRH(86,400)DENEARZHREL CTLVE T, timeout_seconds=IEE

TR, BERBARTHNEIAPIZ O XTI BE(C apikey,token ZHELIFETI DIME(EHDFE
Ao
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ETIVYVER
$ curl -s https://api.braveridge.io/v1/auth -X POST -d @auth.json

<RESPONSE>

{
"apikey": "AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX",
"token" :"TKLTb5GTARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX",
"expire_at":"2019-01-10712:01:23+09:00"

7 7 1 JVRA: auth.json

{
"authkey_id" : "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefgh",
"authkey_secret" :
"ABCdE@f1ghi2j3KLMNoPQrStuV45wxYZ6aBcDEfGHIJk81mNOpqr9S@TuviwXyzabC",
"timeout_seconds" : 86400

}

ZAPIDOER(C(ZEE LTz apikey ZHTTP Header® X-Braveridge-API-Key (CEXE L. token ZHTTP
Header® X-Braveridge-Token [CEREL TUUTORRICHERALE T, apikey (&, AK Z#EFEEE L TR X
FFU. token (F. TK EEFRFEEE U TIRBNFINELDF T,

f5l) key,tokenz=HE L CETIVI R

$ curl -s https://api.braveridge.io/v1/command -X GET -H X-Braveridge-API-Key:
AKOAGX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Braveridge Co., Ltd. 7
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3.4. J)L— THEgE

3.4.1. JIL—TF&(&

BEDI—F—EFTNARETI—TTITEHTEETETIHAETT,

ICIL—5 ETINA A EH/BE USSR

Router Router

Router Router

Router Router

Router Router

Router Router

TI—FCH LT, RORTIZIENAIRET T,
s TIW—=TBICT7TIT—23 VEER
s JI—TEEELT. A—IVYRERT

3.4.2. J)L— T DOEER(POST /groups)

DT )L—T%& POST /groups (CTER L E T,

8 Braveridge Co., Ltd.



Braveric’gg BraveGATE CORE 1—H—X /1 R

) DIV —TF&EVER

$ curl -s https://api.braveridge.io/v1/groups -X POST -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d
@create_group.json

<RESPONSE>

{
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "floor-1 group",
"is _default": false,
"created_at": "2019-10-02T14:09:57+09:00",
"updated_at": "2019-10-02714:09:57+09:00"

2 7 1 JVAA: create_group.json

{

“name": "floor-1 group",
"is_default": false @
¥

® FI7#IU~TIb—F(group_id IEEAEEH BRSNS T IL—F)DFEIR. booleanTHEEL T,

3.4.3. group IDMEYS(GET /groups)

BRINTULBTIL—TD—E% GET /groups [CTEELE T,

Braveridge Co., Ltd. 9
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) DI—T—EBEES
$ curl -s https://api.braveridge.io/v1/groups -X GET -H X-Braveridge-API-Key:

AKOA@X9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"groups": [
{
"group_id": "GRhagCpyXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "",
"is_default": false,
"created _at": "2019-10-02T14:14:16+09:00",
"updated_at": "2019-10-02T714:14:16+09:00"
I
{
"group_id": "GRABNmydXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "floor-1 group",
"is_default": false,
"created _at": "2019-10-02T14:09:57+09:00",
"updated_at": "2019-10-02714:09:57+09:00"
I
{
"group_id": "GRDFvOLUXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "",
"is_default": true,
"created _at": "2019-06-14T16:08:51+09:00",
"updated_at": "2019-06-14T716:08:51+09:00"
}
1,
"total": 3,
"pages": 1,
"limit": 10,

"current_page": 1,
"next_page": null

is_default M true DI —TRF T A IR TI—TFELEDFETT, T ITAIRTIL—F(FE. group_idZ1g
FEULVWBS(OEIRENF T,

3.4.4. 7 )L—T@EARIIEEDES(GET /groups/{group_id})

EFINTVBTIL—FERIDIEIRE GET /groups/{group_id} (CTERELFI,

10 Braveridge Co., Ltd.
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) 2L —TEHRE S

$ curl -s https://api.braveridge.io/v1/groups/GRA8NmydXXXXXXXXXXXXXXXXXXXXXXXXXX -X
GET -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>

{
"group_id": "GRABNmydXXXXXXXXXXXXXXXXXXXXXXXXXX",

“name": "floor-1 group",

"is_default": false,

"created_at": "2019-10-02T14:09:57+09:00",
"updated_at": "2019-10-02714:09:57+09:00"

3.4.5. J)L— FIiEEEFH(PUT /groups/{group_id})

BERINTUVBTIL—TOREIEZELILED. TITFILTIL—TF% PUT /groups/{group_id} (CTEHE
LEI,

B) JIW—TNDRpIEZEERE. FIFIETI—T&EEEL TEH

$ curl -s https://api.braveridge.io/v1/groups/GRA8NmydXXXXXXXXXXXXXXXXXXXXXXXXXX -X
PUT -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d
@change_group.json

<RESPONSE>

{
"group_id": "GRABNmydXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "floor-2 group",
"is_default": true,
"created_at": "2019-10-02T14:09:57+09:00",
"updated_at": "2019-10-03716:11:56+09:00"

2 7 JUAZA: change_group.json

{
"name": "floor-2 group",
"is_default": true

}

3.4.6. 7' )L— HIBR(DELETE /groups/{group_id})

BEIJZINTWB T IL—TF%. DELETE /groups/{group_id} (C CTBraveGATEK DHIBRLE T, IL—5F—. T
NAZM—DTERBL TVWSTIL—TFHIBRTCE TR A, JIL—TZHIBREIIC. FIBLTWLWSIL—5
— TNTARDTIN—TEZEBLTTFEO,

Braveridge Co., Ltd. 11
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) 2L —F = HIBR
$ curl -s https://api.braveridge.io/v1/groups/GRA8NmydXXXXXXXXXXXXXXXXXXXXXXXXXX -X

DELETE -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-
Token: TKL1b5GThRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

12 Braveridge Co., Ltd.
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3.5. )L—5 —EIE

3.5.1. JL—5 —N%&F (POST /routers)

IW—5—%&FERAI BlcoHIC(E. Braveridgedk DEITIMNIT router_id &. registration_code &AL T
POST /routers (C TBraveGATENEIRI DMEBARH D F I,

BIF®D. router_id. registration_code METINTULZIBES

router_id: bb054321
registration_code: abcd1234

Bl) IL—5 —& S8R
$ curl -s https://api.braveridge.io/v1/routers -X POST -H X-Braveridge-API-Key:

AKOA@X9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d @router.json

7 7 JURA: router.json

{
"router_id": "bb@54321",
"registration_code": "abc1234",
"group_id": "",
"name": "foo bar"

}

group_idE R LHN 88, T4 II—F SN I —TCHBLE T,

3.5.2. JL—5 —IE#H —& (GET /routers)

BraveGATEIC BRI N IL—F —D—E% GET /routers (CTEMBLF T,

Braveridge Co., Ltd. 13
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B IL—5 —DiEHR—EBZEBE

$ curl -s https://api.braveridge.io/v1/routers -X GET -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"routers": [
{
"router_id": "bb@54321",
"name": "foo",
"group_id": "GRec3b8f3IXXXXXXXXXXXXXXXXXXXXXXXXX",
"imsi": "440012345678901",
"rssi": 0, // LTEOBRBEERLE I,
"battery": -1, // NwFU—HE%)EXRLTT, D
"sim_status": "ready", // SIMAI—R®DIREE, D
"segment_id": 0, // D& MFHFOEHEXDERL KT,
"created at": "2019-03-25T17:24:20+09:00",
"updated_at": "2019-03-25T17:24:20+09:00"
iy
{

"router_id": "bb@54322",
"name": "bar",
"group_id": "GRqvnp8gkYYYYYYYYYYYYYYYYYYYYYYYYY",
"imsi": "440012345678902",
"rssi": -69,
"battery": 48,
"sim_status": "active",//
SIMI—RDIREE, IL—F —EHRE—ETEBEZTEDE. "active"&EEDF T,
"segment_id": 0,
"created_at": "2019-03-25T15:27:29+09:00",
"updated_at": "2019-03-25T15:27:29+09:00"

I
1,
"total": 2,
"pages": 1,
"limit": 10,

"current_page": 1,
"next_page": null

DW= —ZBREVBEETHEEL TUVEWESE(E. battery' (&, -1"&ERLE T, &/ sim_status’
(&, ‘ready’ &EEDFE T,

Query /35 X—5—

group id ZQuery /IS X =S —E U TIBEITDEICLD. BEIN/zgroup id[CFTE Y Srouter D—E
ERSIBIENTETET,

14 Braveridge Co., Ltd.
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) group_id Z38E LT, IL—59—DER—BEEE

$ curl -s
https://api.braveridge.io/v1/routers?group_id=GRec3b8f3IXXXXXXXXXXXXXXXXXXXXXXXXX -X
GET -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"routers": [
{
"router_id": "bb@54321",
"name": "foo",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"imsi": "440012345678901",
"rssi": 0,
"battery": -1,
"sim_status": "ready",
"segment_id": 0,
"created_at": "2019-03-25T17:24:20+09:00",
"updated_at": "2019-03-25T17:24:20+09:00"
}
1.
"total": 1,
"pages": 1,
"Timit": 10,

"current_page": 1,
"next_page": null

3.5.3. JL—/~ —5FHEYS (GET /routers/{router_id})

BraveGATE CORE 1—H'—X -1 K

BraveGATE(C &I Nz )L—5 —ERIDIEER%E GET /routers/{router_id} (CTEELE I,

Braveridge Co., Ltd.
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) IL—5 —DiEHRF OGS

$ curl -s https://api.braveridge.io/v1/routers/bb854321 -X GET -H X-Braveridge-API-
Key: AKOAQX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>

{
"router_id": "bb@54321",
"name": "",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"imsi": "440012345678901",
"rssi": -68,
"battery": 30,
"sim_status": "ready",
"segment_id": 0,
"created_at": "2019-03-25T17:24:20+09:00",
"updated_at": "2019-03-25T17:24:20+09:00"

3.5.4. JL—5 —DIBEHEF (PUT /routers)

W= —DRECHBIE 3T —TEZEEIBIHE(C(E. PUT /routers/{router_id} (C TIBIRDEE
ETVWE T,

B =5 —DFRBT 3T IL—T. BEIEZEZR

$ curl -s https://api.braveridge.io/v1/routers/bb854321 -X PUT -H X-Braveridge-API-
Key: AKOAQX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

-d @router_put.json

7 7 JUWNA: router_put.json

{
"group_id": "GRec3b8f3YYYYYYYYYYYYYYYYYYYYYYYYY",
"name": "foo bar baz"

3.5.5. JL—5 —DHlkR (DELETE /routers/{router_id})

JL—5 —DE§R%. DELETE /routers/{router_id} (C CTBraveGATENWSHIBRLF T, F/z. IL—5—%=Hl
BRI BDCEICED. TIL—TRT7 NI LAORT T OBHRMNEIBRINE I,
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B)IL—5 —DEFREHIFR
$ curl -s https://api.braveridge.io/v1/routers/bb@54321 -X DELETE -H X-Braveridge-API-

Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Braveridge Co., Ltd. 17
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3.6. 7 /\1 X EE

3.6.1. 7/ 1 XD%&§x (POST /devices)

TINA REFERIBEHICIE. FHREITINT device_id &, registration_code Z{#HF L TBraveGATE
NEBRIDNERSHDFET,

BIF®M. device_id. registration_code METINTULZIBES

device_id: 2468801234012345
registration_code: abcd1234

Bl) 71 R &EER
$ curl -s https://api.braveridge.io/v1/devices -X POST -H X-Braveridge-API-Key:

AKOA@X9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d @device.json

7 71 JUWRA: device.json

{
"device_id":"2468801234012345",
"registration_code":" abcd1234",
"group_id" : "",
"name": "foo bar"

}

group_idE R LHN 88, T4 II—F SN I —TCHBLE T,

3.6.2. 7/\17 XIEEH—E (GET /devices)

BERINTUVBTNTAXD—E%Z. GET /devices (CTEBLE T, /37 XDIFEHRE U TERITAREL IV
VREO—EBERRLI T,

) 71 XDIEHE—BZEE
$ curl -s https://api.braveridge.io/v1/devices -X GET -H X-Braveridge-API-Key:

AKOA@X9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"devices": [
{

"device_id": "2468801234012345",
llnamell: Il",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"sensors": [

18 Braveridge Co., Ltd.
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"sensor_id": "0004",

"name": "Temperature sensor",

"executable commands": [ @
"SEND_DATA_AT_ONCE",
"SET_UPLINK_INTERVAL",
"SET_UPLINK_TERM",
"SET_UPLINK_THRESHOLD"

}

1,
"created_at": "2018-11-29T14:49:04+09:00",
"updated_at": "2018-11-29T714:49:04+09:00"

H
{
"device_id": "2468804321543210",
"name": "",
"group_id": "GRqunp8gkYYYYYYYYYYYYYYYYYYYYYYYYY",
"sensors": [
{
"sensor_id": "0005",
"name": "Humidity sensor",
"executable commands": [ @
"SEND_DATA_AT_ONCE",
"SET_UPLINK _INTERVAL",
"SET_UPLINK_TERM",
"SET_UPLINK_THRESHOLD"
]
}
15
"created_at": "2018-11-29T14:49:04+09:00",
"updated_at": "2018-11-29T14:49:04+09:00"
iy
Il
"total": 2,
"pages": 1,
"Timit": 10,

"current_page": 1,
"next_page": null

D FNARCHITBDETAREL IV R—E

Braveridge Co., Ltd.
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Query /IS X—5—

group id ZQuery /IS X —F—E U TBEITDECLD. BESIN/zgroup id[CFTE T Sdevice D—E
ZERNSIBENTETIEI,

5) group_id Z8E L T. T\ XDBEH—BEES

$ curl -s
https://api.braveridge.io/v1/devices?group_id=GRec3b8f3IXXXXXXXXXXXXXXXXXXXXXXXXX -X
GET -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"devices": [
{
"device_id": "2468801234012345",
"name": "",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"sensors": [
{
"sensor_id": "0004",
"name": "Temperature sensor",
"executable commands": [
"SEND_DATA_AT_ONCE",
"SET_UPLINK_INTERVAL",
"SET_UPLINK_TERM",
"SET_UPLINK_THRESHOLD"
]
}
1,
"created_at": "2018-11-29T14:49:04+09:00",
"updated_at": "2018-11-29T714:49:04+09:00"
}
1.
"total": 1,
"pages": 1,
"Timit": 10,

"current_page": 1,
"next_page": null
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LPWA(ELTRES) IG5 /31 X CDWLT

LPWA(ELTERS) SIG(C T/ 1 ZICDULTIE. specification key DBEHAMTINEINZ T,

"specification": { /* LPWAESERIDBEHRZ ML T T, */
"lpwa_type": "<LPWADTEFE(ELTRES)",
"IfourId": <imAREBEBDHAIID (FRAK40bitDEEE)>,
"fw_version": "<F/\7 XDFirmware/A—J3 V. x.x. "

Bl) N1 ZDIBIR—EEBIS(ELTREST )\ ANEBRINTULDES)
BFIC. ELTRESOF /N1 ZNR—BCEENIBEOXRIHAETRLF T,

$ curl -s https://api.braveridge.io/v1/devices -X GET -H X-Braveridge-API-Key:
AKOAGX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"devices": [
{
"device_id": "2468801234012345",
"name": "",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"sensors": [
{
"sensor_id": "0004",
"name": "Temperature sensor",
"executable _commands": [] @
}
1,
"specification": {
"lpwa_type": "ELTRES",
"1fourId": 12374567890,
"fw_version": "1.2.3"
s
"created _at": "2018-11-29T14:49:04+09:00",
"updated_at": "2018-11-29T14:49:04+09:00"

"device_id": "2468804321543210",
"name": "",
"group_id": "GRqvnp8akYYYYYYYYYYYYYYYYYYYYYYYYY",
"sensors": [
{
"sensor_id": "0005",
"name": "Humidity sensor",

"executable_commands": [

Braveridge Co., Ltd.
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"SEND_DATA_AT_ONCE",
"SET_UPLINK_INTERVAL",
“SET_UPLINK_TERM",
"SET_UPLINK_THRESHOLD"

}
Il
"created_at": "2018-11-29T14:49:04+09:00",
"updated_at": "2018-11-29T714:49:04+09:00"

I
1,
"total": 2,
"pages": 1,
"limit": 10,

"current_page": 1,
"next_page": null

@ ELTRES(ZdownlinkZE HR— bk U W ZHETTEDI IV RIEHEL
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3.6.3. 7 /\r XEEHHEYS (GET /devices/{device _id})

BFRINTUVBDRT /N IDFMBREEES LU E I, BraveGATEICZEIRINIZT/\1 XERIDIEIRE GET
/devices/{device id} [CTEMBLZF Y,

) 7131 X DFHRBIROES

$ curl -s https://api.braveridge.io/v1/devices/2468801234012345 -X GET -H X-
Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"device_id": "2468801234012345",
"name": "Tracker@9",
"group_id": "GRec3b8f31f2caef3a749353685afa7555",
"sensors": [
{
"sensor_id": "000b",
"name": "GPS",
"executable_commands": [
"SEND_DATA_AT_ONCE",
"SET_UPLINK_INTERVAL"

]

I

{
"sensor_id": "001e",
"name": "Full Color LED",
"executable_commands": [

"SET_SENSOR_RANGE"

]

}

1
"created_at": "2019-02-21T14:16:31+09:00",
"updated_at": "2019-02-21T714:16:31+09:00"

LPWA(ELTRES)MG T /31 R(C DUV TIE. 7/37 X1EIHR—E (GET /devices) &[RERIC specification”
key DIEIRAMIIMEINZE T, 5F#MllE. LPWA(ELTRES) WIGT /A1 ZCDLT EZEB T L\,

3.6.4. 7 /\7 XDiEHEF (PUT /devices/{device_id})

FTINA ZDZECBIE ST I —TEZEIT BiHS(C(E. PUT /devices/{device_id} ([C TIBEIRDEF
HTUWE T,
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PN XOFBT 3T —T. REIEZE

$ curl -s https://api.braveridge.io/v1/devices/2468801234012345 -X GET -H X-
Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

-d @device_put.json

2 7 JUAZA: device_put.json

{
"group_id": "GRec3b8f3YYYYYYYYYYYYYYYYYYYYYYYYY",
"name": "foo bar baz"

3.6.5. 5 /\1 X HIBR(DELETE /devices/{device_id})
TN X DEFR%ZBraveGATEN'\S DELETE /devices/{device id} (CCHIBRLF T, T/\7 X=ZHIBRT S
CEICKD. TI—=TFOT7 N0V LADOHNHTTEE TR TOBHRMNEIBREINE T,

$ curl -s https://api.braveridge.io/v1/devices/2468801234012345 -X DELETE -H X-
Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
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3.7. 77U =3 VEB(7 v ) VD5 —SERX)

FTNAZDEIT—FT—5(F. H5HUHIBELEI—Y—7F U —= 3 Y DOURLICBraveGATE CORE
MBJSONT—SMPOSTENBCECLD YT —FT—5—BET S EMNTESwebhookkEE . 7 —
S=EZ(TEDazure blob X L —I&EIEET S EMTE Dazure blobEENARBRINTUVE T, T/
A (CERE TN IcuplinkfERE(C & B EHIREES®. BMERRE(C L BES. BlRfuplinkin % {5 > 72 BIIFEX
BLEICTT =5 DESMAIEET T,

3.7.1. 7 F'J T —2 3 >~ (Webhook#aE D Z{E ) DEXE (POST /applications)

webhookZ 52 (FES 77U —23 Y OURL%E. POST /v1/applications ([CTERE L F I, webhook(cC
BT BURL(Z. group idEICIEETETZE I,

$ curl -s https://api.braveridge.io/v1/applications -X POST -H X-Braveridge-API-Key:
AKOAGX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d @webhook.json

<RESPONSE>
{

"settings": {

"url": "https://example.com/hook/aaabbbccc”

}
"updated_at": "2018-12-17T718:43:54+09:00",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"application_type": "webhook",
"name": "webhook for thermal sensor",
"created _at": "2018-12-17T18:43:54+09:00",
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX" @

O EHRUIZT7 TV —2a>DID&appication_ide U TGRLUE T, COIDEFIAL T FHIEIROE
8. . HIBRICERALZE I,

7 7 1 JUNZA: webhook.json

{
"settings": {
"url": "https://example.com/hook/aaabbbccc” @
"token": "abcdefghijklnmopqrstuvwxyzABCDEFGHIJKLNMOPQRSTUVWXYZ0123456789-._~/=" @

}

pplication_type": "webhook",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX", @
"name": "webhook for thermal sensor"

@ httpEIEEAEETI M. ProductionfRIBEBTERT B & (FHEL I A
@ EEDNFF, token [CIBETETDNF(I. token68(RFC 7235)(CEML F T,
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® group_id(&. optional, }EELLIINIE. default group £ LD XTI,

url(Z(3E. query stringEDURLEXGZE U THAINEIXFINESTLENTEEX T, fl)
https://fexample.com/hook/aaabbbccc?key=foovar

tokenZ A TELVBEICEASHOFTBEBERELMLZWMEEY. 7TV T—23 >0
WA ETUVZVBEFICHERTEEI,

TIP

APl k=D VMIBEICDULT

token EIEEIT D &IlCED. 7TUT—23 VOURLICTW U CTAPIR—D VDAV S —&E~NE5L
fewebhook Z5HMET B3EMNTETDLSICHEN T T,

BTFOANYy S —HMImMEnE 9,
X-Braveridge-Webhook-Token

A—Y—HBEBDNANYI —ZIEEIT B EEITETEA.

THIN(C token ZRE I BDFNERETOHE(E. BEEEDwebhookH 5 KRS
IMPORTANT NdEsH. JMEITBDVATLICTHEHAEDS—D VEZMCTET DL OLHKEE
TEEEHELIT,

3.7.2. WebhookOFETN(HTTP ANw 5 —)
FL HTTP DAY S —(F, IFORRICEDE T,
POST / HTTP/1.1
Host: foo.example.com
Content-Length: 123
X-Braveridge-Webhook-Token: @
Accept: application/json, text/plain, */*

Content-Type: application/json;charset=utf-8
User-Agent: BraveGATE-webhook/1.0.0

O PFUT—2 3 VEREC token RIS —AXA—FZBELRRBEIE. COANYI—IMIE5INTT,

BraveGATE CORE & webhookiX{E55Mapplication& DBEBEH(C DUV TIF. RESTICR D27 —FFTF
Y EEDET,

3.7.3. WebhookOFER(F—IFH. LTE/BLE 5/ 1 X(CDUL\T)

webhook(C CTZ(FEINBJSONDEE

71\ A 5BraveGATE CORE#ZH Cwebhook#8E(POST)([C TESI NS 7T —F(FJSONFENTH D, T&d
DIRREEDE T,
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{

"group": {
"group_id": "<E&RT /N7 XHFTE L TUL\Sgourp_id>",
"name": "<JIJL—TF&>"

frs

"application": {
"application_id": "<ERINCT7FIUT—=3 U Dapplictaion_id",
"name": "IBELETIUT—3 VK"

i

"router": {
"router_id": "<FTNTAXHNS TV UD%EZEL BraveGATE CORE
([CE{EULTerouter_id>"
"imsi": "IMSI 15#1DFES",
"rssi": <LTEDEFGRE 0 H'5-120>,
"battery": <NNwFUKE(%)>

b

"device": {
"device_id": "tUH—F—S%&X(ELTzdevice_id",
"sensor_id": "t H—&F",
"sensor_name": "tZVH—2",
"rssi": TN REIL—S —RADBluetoothERERE,
"data": { /* BEVY—ICEDABRELDZET, */

"I —&ERITRBIDkey": VY (B

}

}

"uplink_id": "77w UV OREABID(UWIDET)",
"date": "7Vw UV OETNTEHE(ISO 8601)"
}

Bl) SBEL VY —DJSONT—5
Bl U TREEY Y —D7—9ERE LITE T, ERAMICE
e .device.sensor_id

e .device.sensor_name

e .device.data

DF-—DODREDR. BT NT ATV —DEEICLODTRLEDE T, FLLE FF/NMXDAPIOVY

FIREZESRT I,

Braveridge Co., Ltd.
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"group": {
"group_id": "GRzXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "Test Group"
Iy,
"application": {
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "Test Webhook"
Iy
"router": {
"router_id": "bb00ooo1",
"imsi": "440000000000001",
"rssi": -50,
"battery": 75
+
"device": {
"device_id": "2468800004000004",
"sensor_id": "0004",
"sensor_name": "Temperature sensor",
"rssi": -30,
"data": {
"temperature": 12.34
}
Iy,
"uplink_id": "1111333a-4222-bbbb-3333-cccc4444dddd",
"date": "2018-10-23T00:00:00+09:00"

webhook(C KD AZEWVWH T XDT—IDZ(FELICDULT

—ENTAXEBRI2 I T—FT—IEXEITDT/NNATINSDZ(FELICDVTIE. BMEARTEURL
ZFTUTCRBRHTTPIC T D YO—-RIBURLELDARICTEY -7 —DRTELETLEVE

9, URLZ(TELEBEHIDIZYY—FT—9DKETT(CDVTIE. BROT/NT IDARRICKIDTEED
F9, (B1240byteld EDFT—75) FMIEFZT /A7 XDAPIIERREZZIR T I L\,
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{
"group": {
"group_id": "<E&RT /N7 XHFTE L TUL\Sgourp_id>",
"name": "< IJL—TFE&>"
H

"application": {
"application_id": "<ERINCT7FIUT—=3 U Dapplictaion_id",
"name": "BELIET U -3 R"

b

"router": {

"router_id": "<FTNTAXHNS TV UD%EZEL BraveGATE CORE
([CE{EULTerouter_id>"

"imsi": "IMSI 15MTODES",

"rssi": <LTEDEFGRE 0 H'5-120>,

"battery": <NNwFUKE(%)>

b

"device": {

"device_id": "tUH—F—S%&X(ELTzdevice_id",
"sensor_id": "t Y —H=",
"sensor_name": "tZIH—3",
"rssi": TN REIL—S —RADBluetoothERERE,
"data": { /* BMHERCTRLNEINE T, */ D
"url": "https://assets.braveridge.io/images/<77w U >V OBEHID(WIDFER

)>/<T 71 )%, (jpg|bin)>?Expires=<BHAR (unixtime)>&....... FitkeyE query
string..." @
"contentType": "<(image/jpg|application/octet-stream)>", @
"contentlLength":
}
}

"uplink_id": "7 w FU > OEBIDUUIDER)",
"date": "PwIPUYOINTEAR(ISO 8601)"
+

@O URLOBZNEABR(L. webhook DX ERE K D573 £1ED X T, webhookZZ{EE. 57BUAICT—5

ERRLTTFS L,

@ T 71 IBDILERFICDVTIEZ. T—IDBEEICIDELDF T, FMEIRZT/N\17 XDAPITHREES

BT,

® contentType [CDWTIFE. T—YDEHEICL DR D mime type MBEINFT T, FMEET/N1X

DAPHIREEZR T\,

B) DASEYH—NDJSONT—5
Bl L TREEYY—DTF—SERE LITE T, EXNICE

e .device.sensor_id
e .device.sensor_name

e .device.data

Braveridge Co., Ltd.
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DF-—DOREMN. BT NA DI —DERICLO>TELED LT, FLLLE &F/7XMAPIOVY
YRAKREESRT IV,

"group": {
"group_id": "GRZXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "Test Group"

Iy,

"application": {
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "Test Webhook"

Jr

"router": {
"router_id": "bb00ooo1",
"imsi": "440000000000001",
"rssi": -50,
"battery": 75

+

"device": {

"device_id": "2468801234567890",
"sensor_id": "0051",
"sensor_name": "Still Camera",
"rssi": -30,

"data": {

"url": "https://assets.braveridge.io/images/3140fd4a-d21b-4705-3081-
81e1a859f1e6/image.jpg?Expires=1661510824&Policy=eyJTdGFOZW11bnQi01t7I1J1c291cmN1Ijoia
HROcHM6Ly9hc3N1dHMuYnJhdmVyaWRnZS5pby9pbWFnZXMyMzEOMGZKNGEtZDIXYi0ONzA1LWEWODEtODF1MWE
ANT1mMWU2L21tYWd1LmIpbiIsIkNvbmRpdGlvbiIbeyJEYXR1TGVzcTRoYW4i0nsiQVdTOkVwb2NoVG1tZSI6M
TY2MTUXMDgyNH19fV19&Signature=haBHSUFNzc9evevWEBWPFUNtRIOtPvWtLkDIubYrCMq6C1Uj14y0QN2
YNwaZf~9xMhq7TZ2MVg~NwLEHLRWKYFX~1dPOWs@5f Jh9L~H8Mhpcox9RzeteUreXq2iquWSAojgRaMiN3Hb6oV
2eHVVIYVKnV~jkLWerroyNpNWSQKNYA96t2XCUTPi1YKOdnwUd6yJr~qzB1Kn2MRIG-
ZoedJagnsz030MH4Jkr9VkqrZor79re8IE~WdQLapEqh55BN9gMd1VUoZXct3bcem8B1Vk-KcDt-ol-
bqoXkcEx2AP21yDEfIJ7pHKRrmK8LouOwc9d@ImKhDf1hSkCqigBKCg__&Key-Pair-
Id=APKAJGEIJIM35VM43NQIA",

"contentType": "image/jpg",

"contentlLength": 76341
}
"uplink_id": "1111aaaa-4222-bbbb-3333-cccc4444dddd",
"date": "2018-10-23T00:00:00+09:00"
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3.7.4. WebhookOFER (T — . ELTREST/ -1 X(CDUL\T)

ELTRES 5 /\-7 X h'5webhook(_ TE(HEITNBJSONDES

ELTREST /-7 X h\5BraveGATE CORE#ZH TwebhookE4EE(POST)(C TEEI NS 7T —5 (FJSONFER T
D, TEROEKREED LT,

"version": <format/\—3/3 V&S ELTRESDIBE(E1>,
"uplink_id": "<77w UV OEEID(UIDER)>",
"timestamp": <F—IMFT /A INSEESTNZRFRI(UTC epoch FHFKEE,UNIX TIME)>,
"device": {
"device_id": "<ty HY—F—S%&EXELTcdevice_id>",
"group_id": "<EBE&RT/\TXDEFIBL TUL\Sgourp_id>",
"battery": <N\wFUEKE(%)>,
"rssi": <ZEBMEERTEEME(BH) RSSINBIS TS HEVEE(E null>,
"sensor_id": "<t —&HS>",
"sensor_name": "<tzrH—2>",
"data": {/* BLIUY—(CLDABRELD T T, */
"TUY—ERITBFIDkey": <Y —(BE>

ELTRESODZEEE R I BIEMBICDULT

EERD U U e B E ELTRESDZERIA CRIELIZBRDERBEZ. 0~18FX TNDIIRMETRLIZED
EEDET, BIERKSTVFEBRRBMN >ECEICEDTT, L. BROMEL. b —EXIVU7
HORA—MRICHSVTEERRELSZR ERFNT IR RELIDS<LEBBERHDE I,

Table 1. Z{EMEZRIBEMBECDULT

RSSIIER(E St

5~18 W) T RIFISEBRAEE

3~4 RIF/LERAE CHBNZEIOBE TS IZE
1~2 BIRABE(IFOA—ICDBENAETH > I2fE
0 HEICEBREENGE S RERFTH OB

51) ELTRESDOGSPtZ Y —MJSONFT—75
BlELTGCPSEY Y —DF—5ERE LITE T, EXRIC(E

e .device.sensor_id
e .device.sensor_name

e .device.data
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DF-—DOREMN. BT NA DI —DERICLO>TELED LT, FLLLE &F/7XMAPIOVY
YRAKREESRT IV,

{
"version": 1,
"uplink_id": "11113a333-4222-bbbb-3333-cccc4444dddd",
"timestamp": 1642646182,
"device": {
"device_id": "246880ffff000004",
"group_id": ""GRzZXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX",
"battery": 50,
"rssi": 6,
"sensor_id": "000b",
"sensor_name": "GPS",
"data": {
"latitude": 33.57609558105469,
"longitude": 130.25271606445312
}
}
}

3.7.5. 77U T —2 3 (7 —9%Z(E5DAzure Blob Storage) DEEE (POST
/applications)

FTINA 2D Y —FT—5%Z(FTE B AzureBlobStorageWURL., 1>V FF+—%%. POST
/v1/applications (CTERE L F 9, AzureBlobStorage~MD 7O X (FHET7 Uz X ES(Shared Access
Signature: A . SAS)EFRL TITLE J, E/z. AzureBlobStorageSAS URLI(ZE. group idE(CIEE
TEFEI,
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$ curl -s https://api.braveridge.io/v1/applications -X POST -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d
©AzureBlobJlson.json

<RESPONSE>
{
"settings": {
"sas_url": "https://example.com/hook/aaabbbccc",
"container_name": "example-container",
"prefix" : "sample/"
Jr
"updated_at": "2018-12-17T18:43:54+09:00",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
“application_type": "azure_blob_storage",
"name": "put azure blob storage for thermal sensor"”,
"created at": "2018-12-17T18:43:54+09:00",
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX" @

O BHRUIETTYUT— 3 VDOID&appication_ide UTGREULE T, COIDEFIAL T, FHMABEIROE
8. . HIBRICEALI T,

7 71 JUWNA: azure_blob_storage.json

{
"settings": {
"sas_url": "https://example.com/hook/aaabbbccc",
"container_name": "test-container", @
"prefix": "{.uplink_id}" @
}

"application_type": "azure_blob_storage",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX", @
"name": "put azure blob storage for thermal sensor"

@ container_name(CIEE TET D XFPXFHE. Azure blob storaget —EX NIV FF—RDEGBIR
BJ(CERL T,

@ prefix (F. OV ROBXTEEIDCENTETI T, A&,

® group_id(&. optional, ¥EELKIINIE. default group £ED XTI,

PO =23 VERBEOEGTF TV IICDVT

PFIT—23VOSAS URLZFIAL T, BESNEIVFTF—(CTF— S EREFAENF I VvILE T,
BERF IV IOORICIIEESNZIVFT T —(ICUTOLSET 7 T ILMERENE T,

- FTWORDT 71 )b: braveridge_validations
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This file was created by the BraveGATE API.
https://api.braveridge.io/v1/applications

(C)Braveridge co., 1td.
https://www.braveridge.com/
prefixMIEE(ICDULT

prefix ZIBET D ECED. CY—FT—IDNDNRRENRILTDIEMTEX T, prefix (ClFjqaV
Y RO TUplink Jsonh'5 77— ZE L. IEET B EMNTEET,

ffle LT prefix” MIEEE YT —DJSONF—SEHIFET,

- f5l) prefix MIEE

"prefix":

“{.timestamp|strftime("%Y/%m/%d/%H/")}{.timestamp}_{.device.device_id}_{.device.sensor
_id}_{.uplink_id}.json"

- f5l) £V —DJSONT—5
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"group": {
"group_id": "GP@123456789abcdefghijkABCDEFGHIIK",
"name": "Test Group"
I
"application": {
"application_id": "AP0123456789abcdefghijkABCDEFGHIIK",
"name": "Test Put Azure Blob Storage"
1
"router": {
"router_id": "bb00ooo1",
"imsi": "440000000000001",
"rssi": -50,
"battery": 75,
"fw_version": "0.0.1"
1
"device": {
"device_id": "2468800004000004",
"sensor_id": "0004",
"sensor_name": "Temperature sensor",
"rssi": -50,
"data": {
"temperature": 12.34
}

+
"uplink_id": "1111333a-4222-bbbb-3333-cccc4444dddd"”,

"date": "2018-10-23T00:00:00+09:00",
"timestamp": 1540220400

COFENDE YT —FT—51(32018/10/22/15/1540220400_2468300004000004_0004_1111aaaa-4222-bbbb-
3333-ccec4444dddd. json (CTIRIFESNE T,

NOTE stritime(Q(C K SBNT 7 —V v ~DIEE(E. UNIXTIMECTHEALE T,

3.7.6. Azure Blob StorageNR=F9 57— FER
Webhook& [A#k(CJSONFER TIRESNE T, SEMl(FWebhookDET(T — I ESBL TR L,

3.7.7. 77U —2 3 Y DIEEH—E (GET /applications)

BAEZBRINTULBRIEINTVSR 7 TIUT—2ayO—E% GET /vi/applications (CTEEBLE I,

Braveridge Co., Ltd.
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B) 7FUT—3avn—EBERE

$ curl -s https://api.braveridge.io/v1/applications -X GET -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"applications": [
{
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "webhook for thermal sensor",
"group_id": "GRec3b8f3IXXXXXXXXXXXXXXXXXXXXXXXXX",
"application_type": "webhook",
"settings": {
"url": "https://example.com/hook/aaabbbccc”
L,
"created _at": "2018-12-17T18:43:54+09:00",
"updated_at": "2018-12-17T718:43:54+09:00"
}
%
“total": 1,
"pages": 1,
"limit": 10,

"current_page": 1,
"next_page": null

3.7.8. 77U T —2 3 VEFHMES (GET /applications/{application_id})

BraveGATE CORE(CE&RI N7 T U T —2 3 Y OERIDE#HRZ GET
/v1/applications/{application_id} (CTEELZ T,
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) 7FVT—2 3y OFMIEERE S

$ curl -s https://api.braveridge.io/v1/applications/APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX
-X GET -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-
Token: TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>

{
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX",
"name": "webhook for thermal sensor",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"application_type": "webhook",
"settings": {

"url": "https://example.com/hook/aaabbbccc”

b
"created at": "2018-12-17T18:43:54+09:00",
"updated_at": "2018-12-17T718:43:54+09:00"

3.7.9. 77U —2 3 VDIEHEF (PUT /applications/{application_id})

PIUT—2avNRBECFHRB T E 35—, webhook% &9 SURLEZEE T BIBS(C(E. PUT
/applications/{application_id} (CCTIBMDEBEFHETULE I,

) 7FVT—2 3 Y OFIERE S

$ curl -s https://api.braveridge.io/v1/applications/APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX
-X PUT -H X-Braveridge-API-Key: AKOAQX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-
Token: TKLTb5GfhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d
@application_put.json

<RESPONSE>
{

"settings": {

"url": "https://new.example.com/hook/dddeeeffff"

I
"updated_at": "2019-10-10710:31:35+09:00",
"group_id": "GRec3b8f3YYYYYYYYYYYYYYYYYYYYYYYYY",
"application_type": "webhook",
"name": "new_webhook for thermal sensor",
"created _at": "2018-12-17T18:43:54+09:00",
"application_id": "APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX"
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7 7 JUWNZA: application_put.json

{
"settings": { @
"url": "https://new.example.com/hook/dddeeeffff",
"token": "changetokenstring"

I

"application_type": "webhook",

"group_id": "GRec3b8f3YYYYYYYYYYYYYYYYYYYYYYYYY",
"name": "new_webhook for thermal sensor"

OBBELEVWF—EEELT I,

3.7.10. 7 7Y/ —< 3 VHIBR(DELETE /applications/{application_id})
7T —2 3 NDEHF%EBraveGATE CORENSHIBRL £ 9,
Bl) 7FUT—2 3 UEHIBR

$ curl -s https://api.braveridge.io/v1/applications/APVrieKzXXXXXXXXXXXXXXXXXXXXXXXXXX
-X DELETE -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-
Token: TKL1b5GfhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
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3.8. OV Y KiX{E (Downlink)

BraveGATETI(3. ZHRUEIL—F— - TNARICWUTWEBAPHICTARICOVY RERXRETDIEEE
BLTWLWE T, UTICHKRNEOIVYROBIZESRE LFT T, (ERDT/NT X IL—F—ND/\—I3a vk
STEEINTUVDIIVIYRARBEDFT, FHLLLIE BRDIL—F—. TNAIXOY 17 IECE8R
T2 )

Table 2. Device

VIR PUES B

SEND_DATA_AT ONCE Device BNBSUplink & 3K

SET_UPLINK_INTERVAL Device UplinkREREE%E

SET_UPLINK_TERM Device UplinkHAfEERE GEEHIRER(IC 7 v T U VD)

SET_UPLINK_THRESHO Device UplinkBEERE

LD

SET_SENSOR_RANGE  Device BEESEEREGEESERE CEYY —ERRUIZE
BET7YvITUUD)

SET_REGISTER Device TINA RO I X IEEEE

DOWNLOAD_DATA Device F—ASFHYO-R

SET_UPLINK_ENABLE Device Uplink B %054 E

SET_SENSOR_ENABLE Device TV —BMERE

UPDATE_DEVICE_FIRM Device 7 /N XDFU

WARE

RESTART Device TN X BiE

POWER_OFF Device T I\ XPowerOff

Table 3. Router

VYR PUE B

UPDATE_ROUTER_FIR  Router JL—5 —DFU

MWARE

SET_FILTER_DEVICE  Router ScanXR 7T /11 XFE (device idiEE)
CLEAR_FILTER_DEVICE Router ScanR T 1 JLY —ERE D 1) 77 (device_idiEFE)
SCAN_DEVICE Router BB 7 11 IR

CHECK_ALIVE Router V—5 —S MR

RESTART Router JL—5 —BicEh

POWER_OFF Router JL—7A —PowerOff

(GHISENEARR(E. BBDEHREESET I, )
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3.8.1. OV 2 RiX{S(POST /commands)

W—5— TNAARCJSONEXTIOVYR/ISISA—FFELET, RSAX—FEBELTIL—F— T\
1T XDEFEHIEHT S EMNARETT . IITA—F—DHERICDOVTIE. BIL—F— T/ 1 XDAPIL
REZESET I,

B) /X1 DS DO Uplink DERME% EXTE

$ curl -s https://api.braveridge.io/v1/commands -X POST -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d @donwlink.json

7 7 1 JUAZA: downlink.json

{
“name": "SET_UPLINK_THRESHOLD",

"params": {
"sensor_id": "0018", @
"threshold”: 1000 @

e
"targets": {
"devices": [
"24688000xxxxXxxX"

@ FIfHT 3 —NDIDEIERE

@ BMEL000 (CHED e, T—H—&ET7v IO
OV Y RZFE. FEREANIBE LB ZHHTTP ML IR X(F. 202 Accepted&iIRE L
T, )ERWBFIZ(FANSNFI UM, EEDIL—5F—. T/IN1INDREFTT L

TULEEA. BXIE, KRIESNBHICIEEINSARENRD ST, RILHI(CIE
NOTE TNEVWEEEHDE T,

DSA4T7URE. LRARVRICEFNDTI 3T - UY—XD Location NS —&EFHNR
T. Va7 ULRIBHERRIZIMNEARAGDET I, IV YV REROFMOESE=HE

RIC, VY FRBROREZRS I SHECOVTEEHLET I,

3.8.2. OV YV REHER—ENOES(GET /commands)

BERTINTUSIIVYRPERICETULIVYROREBRNO—EI(ZI. GET /v1/commands CHESR
LFEI,

IVYROFBRBERE. RTHS—EHRREUASKERBBLZEDHSIRICY —/N—H5H

NOTE  anzv,
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) 3V Y RER-BEOHS

$ curl -s https://api.braveridge.io/v1/commands -X GET -H X-Braveridge-API-Key:
AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"commands": [

{
"command_id": "CDN1Hz282gPZDmwDubS9bAifWec1XUXFhXG",

"url":"https://api.braveridge.io/v1/commands/CDN1Hz282gPZDmwDubS9bAifWc1XUXFhXG",
"name": "SET_UPLINK_THRESHOLD",
"accepted_at": "2018-12-17T18:43:53+09:00",
"status_counts": {
"processed": 0,
"rejected": 0,
"pending": 1,
"queued": 0
}
}

1,

"total": 1,
"pages": 1,
"limit": 10,
“current_page": 1,
"next_page": null

IVYRLULIARYZIDESR

H—R—M5ESINBZ IV RER—EBOL XK Zbodyld. JSON T4 —vw ~THD. FROHEE
HDET,
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{
"commands": [ /* BEURREICETINLIVY RETOETIREOME—E */
{
"command_id": "<EfTUL23V > RDcommand_id>",
"url":"<3JV ¥ REFHDOURL
NEC&EL. https://api.braveridge.io/v1/commands/{command_id}>",
"name": "BELRLIOVYEE",
"accepted_at": "<IVYVRAZNINZHE>",
"status_counts": {
"processed": <OV RMOETMEINL EE>,
"rejected": <TS—(CTOVYRMEITTSTEN DIZEED,
"pending": <OV RXEFSEDELE>,
"queved": <IR—U VIS TVYVOE—ROIV Y RMRqueingd NTL\BEE>
}
}
1,
"total": <—EEFRR I Scommands N ~—S LTS DHDEFIDERED,
"pages": <EEDR—IE>,
"limit": <IR—I(CRTT DRAE>,
"current_page": <IRAEXRTLTULDIR—I>,
"next_page": <RMDR—IJMDURL>

OAVIYR—BLIRIRICT, 9= v kCEELETNTZDBEEDER DT —59 KR&E
status_counts (CTHELTRLE T, BHDIL—F—. TN XZB/ELEBS(CE. BELZIL—-F
— TNAXBORRENDVRLET, JIL—TTEELEBS(F. JIL—FICABIBIL—5—. T
NTZBOINRND Y LEnkRnIngxd,

Table 4. status_counts

Key A

pending IV Y ROdownlinkiXERFS5. UK IFEEFCTILE (Downlink
Response ) 55 DIRENDEETE

rejected NIF—23VIS5— AVIYRIES (-5 DZEEXK) . VY RET
TERBRUTZEEE

processed VY RORTHRMINLCEEE (—8DaTHIC L > TE. MTDOREMNKI
LIZDIBEEH D, )

queued =IOV OE—ROBRICTY—N—RIICTFa—TrI2NT
AR =Hg
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R=UVOFH9IY IO E-RIGE. —BBIL—5 —(—@&BI7 N1 XF)ICTHRBLTVE
T COE—REE. TN INBEFBEERECHELS. ZRFFETREITIVYI YV DDOmTE
ZTERNEWT N XTI T V)V DOMBERET SEHDEHEH TF . BraveGATE
CORElE. TNAXMENDT D VYV DE—RHOZHFIL TRA100EZE TCHGTE S
THETFT, FLEARNDIV Y ROHEAEIF4A8IFEEL DT T, T/ 11 AFERD
5+ =+ > TBraveGATE CORE fI[CBRFEDMHHREVHNBEVEEZTEL. B
BOMBAEFEEINSBE O EMBEZITWO T T, N—Y VT E— ROFMEEELRR
[EDVTIE. BT NTIAOEEEECERB T,

NOTE

3.8.3. OV Y REBERDFMDOEUS(GET /commands/{command_id})

OV Y REZEETDE. RESTOARRICREVL RINY AW S — Location (CIEFEFT LIV Y RICEINDY
ToNkYUY—XOURINEBEINT I, COUY—XDOURIZFAL. OV REBEROFMBEREZEES L
EXS

IV Y EOBRB®HIE. ETHS—EHEASRKEZFELZEDNSIRCHY —/NN—H53H

NOTE  ~anzxv.

VY RBRICEAU T, FERBAENR-IGE/RT—VICTREINTULBRZOH. FEIVYRDFBRICDOVT
(F. FERHR—DVICTHEITULIOVYROBRERESIDIUNESLHDE T,

Bl) AV REETURBEDL AR ZINY S —

$ curl -s https://api.braveridge.io/v1/commands -X POST -H X-Braveridge-API-Key:
AKOA@X9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -d “{ \"name\":
\"SEND_DATA_AT_ONCE\", \"params\": {\"sensor_id\": \"0051\" }, \"targets\": {
\"devices\": [ \"2468800051001234\" ] } }

<RESPONSE HEADER>

HTTP/2 202

content-type: application/json

content-length: 0

location: https://api.braveridge.io/v1/commands/ CDNKTOBRxtNVIs3YfLYmagKU4DkdPKWkAi @™
date: Thu, 31 Jan 2019 12:01:49 GMT

@ location [CERESNIZ Y —XDURIZFEAT L. RITLEZIVY REROFHERIS TSI I,
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) location|CEBREST NV Y —IURIZIEEL TIOV Y RIERNDF A= ENE

$ curl -s https://api.braveridge.io/v1/commands/CDNKTOBRxtNVIs3YfLYmagKU4DkdPKWkAi -X
GET -H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

"command_id": "CDNKTOBRxtNVIs3YfLYmagKU4DkdPKWKA",
"accepted_at": "2019-01-30T721:02:53+09:00",
"params": {
"sensor_id": "0060",
"threshold": 1000
}
"status": "running",
"name": "SET_UPLINK_THRESHOLD",
"targets": {
"devices": [
{
"device_id": "24688000xxxxxxxx",
"router_id": "1234xxxx",
"status": "pending",
"sent_at": "2018-12-17T18:43:54+09:00",
"histories": [ @
{
"sent_at": "2018-12-17718:40:46+09:00",
"reason": "device unreachable.",
"router_id": "4321xxxx",
"status": "rejected"

@ BraveGATE(d. T/\TXOABICTFEITDIL—F —EBEEICK > T2EFT HEIRZTVY LS8
EITEVWE T, U RSTUEBNMTEONZESZTDH. IV ROETEEEXRTLUE T, target i
device T. RAi(CrouterMEHEHNTULDIEFEDH.

VY RBEROFMDOL RIR Y ZJSONEERIC DWW T
H—N—H5RINBZIVY RERFMNDOL XKV X body (£ JSON T+ —Y v ~THD. TROtkke
EDET,
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"command_id": "<E{TUL IV RDcommand_id>",
"accepted_at": "<E{IETNICHE>",
"parmas”: {
<commands FERFICIEELR/IISX—5—>
lis
"status": "cheking|accepted|running|completed”,
"name": "<HEELRIVYERE®Z"
"target": { // 9—5w ~ICTIEE LT, devices,routers,groups/MBE3l(C TERED
.statusMchekingBRF(C (FNULL
"devices": [
{
"device_id": "<}8RE L fcdevice_id>",
"router_id": "<V RZEHHEL /Zrouter_id>",
"status": "<pending|processed|reject|queued>",
"reason": "<reject(C TETMNKRHM U CIFE ICKBIERZZCE>",
"sent_at": "<IVYVRMIL—F —(XESINIZHEF(ISO 8601)>" //
BraveGATEIT/NUF—2 3 VIRENDIS—REE L RIBERIF. RRINIEA
"histories": [ // U LSAHREELUHBEEDHIRT

{
"sent_at": "<OAVYRMBIL—F—(XESNZHEF(ISO 8601)>",
"reason": "<reject(C CEIMKKU CIFZSICKBIERZLEH>",
"router_id": "<V RZERHEL fcrouter_id>",
"status": "rejected"
}
1,
"routers": [
{
"router_id": "<¥8E U crouter_id>",
"status": "pending|processed|reject|queued"”,
"reason": "<reject(C CTERITMEM U IFEICKBIERZBE>",
"sent_at": "<V Y RMRIL—H—(TXRETNIZHEF(ISO 8601)>"
}
]

FFM(E. http://developer.braveridge.io/docs/api/v1/#/Command/getCommand ZZ8 R 2L\,

OV Y RETERINR status key (CDUT

OVYREMOL RV ZCTRREIND., statuskey (CTIRENDIVY ROETRRERRLE T, O
VYRODETHERZRENICEAS I IIHEAICE. ZY TV RO status N completed (CTEDETR—1
VIOULTHERIDHNERHDE T,

Table 5. status
XF—8 R ez

checking IVYRABRHESREPNNIT—23 V)
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2F—8 EA

accepted NIF—=23ayFIvIEFTE >EE. OIVYREZ(TMITI,

running IVY RNBERFS. WBF, JL—5 —~DOdownlinkXEZEFHEF. £L <
(&. i5& (Downlink Response ) 15 MIREE

completed OV ROMEBICT, B, KBEEASHOBRAYIEAL. NEZETT,

OV VR target status—&

OAVYREFMOL XIRYZCTERRIND. EXR Dtarget
target.<devices|routers|groups>[E2%!].status
(CTREDIVY FOXRTRRERRLE T,

BRIFEERTIE. OVY ROETHRBRIINIBE(E. processed &E71ED . KEDIBAEIZ

NOTE
rejected EHLDFET

Table 6. status

25— 2 510

pending IV Y REOdownlinkix g/ 5. € U IEZERICTIGE (Downlink
Response ) 555 MIRRE

rejected NIUF—=23avIS—, AVIYRES (-5 DXEXRK) . IVYRET
KW

processed IVYROETHRHRINUVMEEH EEOTUD, (—BO@MTBICL>TlE. M

FBOREPRNUILKREXRITHBERHD T T, BT /1R JL—5—NDAPI
TRESFEHBT IV )

queued R—UYOFGY) D E—ROBEICHT L TIL—F —AIRBEVEEICKDF
T. BraveGATEEIIC THF a—7 VT INTL\DIREE
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3.84. VY REFTEHODIS—T—XICDLT
BraveGATEIC TA DOV U YO AV IV RERTIBIRRIC. IS—HECDBEFRICDODVTRTRULE T,

Y

€3 Bluetooth Ite LTE- (M]

BLE Router

0'\\,0

BraveGATE

CORE REST API

sl
= PiE

n ' GPS Tracker

(1) BraveGATE CORERN OV VY RESZf, Ib—F—  TNAXD@MH (N1 —m|)ICEBELUIL—5—
NEETBHICERCDI I S—

(2) BraveGATE CORENSIL—F — "R ZERERZE L OXEIT IR TRCD IS —
B)FELEZIVIYRETNA RICHRIT IFRTRCDI IS —

(2) . (1)

BIS—5—XICDULT. reasenD—&

OV Y RMNEKRT B(rejected Msutatus(CEBNHFE(C. reasenkeylCcRFEBINBIS—ICDLT. IS
—T—XHBIC—BERLTT,

Table 7. (1) BraveGATE CORENN OV YV R&EZHI. IL—F— - TNAZD@S (N1 F ) —mD)ICEELIL—-
—A\ZEETDHICECDIIS—

type reasen IS>—AAFH
group group_id is invalid. target (CgroupZi8E LITIBE(C. #8RE LT gorup id AR

FE B, XFRM3AXFTIEEL, group idDFEEENF
MGRHO\SBIIATN TR,

group group not found. FrELUMLL\group dEIBE L, 7HD Y I FSN
fzgroup id TIE7E U,

router router_id is invalid. router id MARIE, XFERMEXZETIIEL),

router router not found. =B —REREINTULEL,, £ L <(3routerid(cREL
TULELE>ZidEIBE LTS,

router command not supported. JL—H—THRITCETELVIVYREIEEL, sensorid T
BELZEYY—FT N1 IREREINTULLL),

device device_id is invalid. device idMARIE, device id DXFEMI6FETIIILL,
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type reasen IS>—AAFH

device router not found. FTNARETIV) VD EFKETEDIL—F —DIER
M BraveGATE E(CRTELEL, Ffe. XETEDIL—F—
DIEBFENEFELREELTE. ZYETBIL—F—NEFELL
W ERDfzrouterid ZIEE LI, T/ XRIL—5—Xt
LT—EEE&EHEL TULEL,

device sensor not supported. sensor id MEESNCBZE(IC. EESN YT —F /1o
2 HBraveGATE CORE L TEZ I N T,

device interval must be 10~65535. SET_UPLINK_INTERVALZIEE L/fc & F(C. param TIERE
L 7ZEM10H 565535 DEEE(C7EL U\,

device term must be 10~65535. SET_UPLINK TERM%ZEE LR EE(C. paramTHEE LT
fEM10HM\ 565535 EEFE 7L,

device reg_len must be 0~1500. REG_SETTINGZIEE LTz & F(C. reg_len DIEDEK T A0
BLE-1500L F Tl 0

device reg_bin must be 0~1500. REG_SETTINGZIEE LIz & E(C. reg_bin DEI M0
MNULL,

device [sensor name] must be [#1 SET _UPLINK THRESHOLD%#{gE L& Elc. € —T

B~ [8UE] HR—EEINTUVSEENDERIBEE SN,

Table 8. (2) BraveGATE COREN\ S5 )L—5 — i HZEFREREEL TR EITIRRTRCD IS —

type reasen I>—ABFHH

router router is busy. W= —(HZEBEOERN TV TIYIORT, FDV
DY Y RWESZ(FTFIELO,

router router timeout. Bz L. BEDERTITLT I RIL—5/1F

U<IETF N1 IEIHNSHRE LV, BraveGATE CORE I
(E. BES LT R90sec)

router router unreachable. LTEfREH THOIPEEMNRTIEV . IL—F —~DBEEMNE
ZE LU0,

router router refused. LTEfRH TCHOIPEEIIITTR DM, IL—5 — &GN L
TEEL,

Table 9. 3) ZFELEIVY REFTNA XCHRT SRR TRCDIIS—

type reasen I>—AAFH
device sensor not supported. IYVRFNAXICYR—EETNTULEVsensor idZEIEE L

TMRZEET, IV RF/\1 X&BraveGATE CORERIDE
BOAR—B, (/7 XBEEPICT. KREERETHIS—
%)

device command not supported. I YVRFNAXCTRYR—FDIVYRMAEFTING,
I RF/\1 X&BraveGATE COREBINEZENDA—BL, (T
N ABFERICT. REERETOIS—F)
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type reasen IS>—AAFH

device value is invalid. IVRTNA RCTEEEEAND/IISA—I—&IEEL
Izo IV RF/N+ X EBraveGATE COREBINDEZDA—
B (TN XEHPICT, XAEEERETOIS—%)

router device unreachable W= —HSIVRFNAICEHGELLSE LIZNERT
FLH o7z, Bluetooth (CT. BT /N1 XDEEREFTD
BB TELEN DIz, EXIL—F—NHS5IS—ERE

device device timeout. IVRTNAREDEHGERILLIZN. T—9&XEFIC
BALTIORREE, *IL—F—HS5IS5S—%&5RE
device unknown error.(X) REELIS—*IL—F—HS5IS5—%RE

3.9. E/\1ILIB{EEDHS (BraveSIM)

IREGBALTULBSIMDBEE%R GET /v1/sims/{imsi} (CTEGLE T, SIMICEIDHETSNTUL
BIMSIMMAEHRES)E. ISAX—FELTEEL. ZHISSIMOBEEEZESLI I, BE67H
DOBEEERSISENTEEI,

NOTE 12:00 (JST) FTIC. HIB(JSTD/3T v MBIERIRESIINE T,

3.9.1. IMSIORESR 5%

BEEROMER L TULSSIMDIMSINRESR(E. JL— —5FHMEYS (GET /routers/{router_id}) (C CTHEZR I F
NCEET, FME. IL—9 —FAEE =#82B T30\,

Bl) Ju—5 —FHEERE DN

{
"router_id": "bb@54321",
"name": "",
"group_id": "GRec3b8f3XXXXXXXXXXXXXXXXXXXXXXXXX",
"imsi": "440012345678901",®
"rssi": -68,
"battery": 30,
"sim_status": "ready",
"created_at": "2019-03-25T17:24:20+09:00",
"updated_at": "2019-03-25T17:24:20+09:00"
}

@ imsi F—nD. 15HIOHF=E=HRL T,

3.9.2. E/NTILEEEDHIS (GET /sims)

DITUNRSA=—EBELLVEEIE. HANIENSHIBITORBNEEEEZERTLI T,
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f5) 202056 A10H13:00 [CSIMDBEEZRE L BE

$ curl -s https://api.braveridge.io/v1/sims/440012345678901 -X GET -H X-Braveridge-
API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"data_usages": [

{
"date": "20200601",
"uplink_byte": 1094,
"downlink_byte": 584

H

{
"date": "20200602",
"uplink_byte": 462141,
"downlink_byte": 315264

I

~BER~

{
"date": "20200608",
"uplink_byte": 224550,
"downlink_byte": 153640

H

{
"date": "20200609",
"uplink_byte": 1391827,
"downlink_byte": 955614

}

1,
"total_downlink_byte": 6322351,

"total_uplink_byte": 9155993

start. end DEAAZEIEE TSI TUNRS— A5 —ZEELBEICE. EELVZHEAOBEEEZISL
FI, (startend DS DEHNZIEEIT SRENH DT I, )
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f5l) ARG & $E8RE L T(2020/1/1~2020/1/31)SIMDBEEERE L IZIBE

$ curl -s
https://api.braveridge.io/v1/sims/4400123456789017start=20200101&end=20200131 -X GET
-H X-Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKL1b5GFhRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"data_usages": [

{
"date": "20200101",
"uplink_byte": 1094,
"downlink_byte": 584

H

{
"date": "20200102",
"uplink_byte": 462141,
"downlink_byte": 315264

H

~ AR~

{
"date": "20200130",
"uplink_byte": 224550,
"downlink_byte": 153640

H

{
"date": "20200131",
"uplink_byte": 1391827,
"downlink_byte": 955614

}

1,
"total_downlink_byte": 6322351,

"total_uplink_byte": 9155993

NOTE VT MHEBORIESER. EDEThEaELTITONE T,

3.9.3. router id ZXA LTz E/NTILBEEEDES (GET
/routers/{router_id}/data_usage)

router idEFIAHU TIL—I —(CEHINTULBSIMOBEEERNSIDIENTEET, JIV/IISKX—5
—ZEBELEVESIE. YANDIBHNSRIBE CORBOEEEERT™LET,
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f5) 202056 A10H13:00 [CSIMDBEEZRE L BE

$ curl -s https://api.braveridge.io/v1/routers/bb0000@1/data_usage -X GET -H X-
Braveridge-API-Key: AKOAgX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-Token:
TKLTb5GFhARXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"data_usages": [

{
"date": "20200601",
"uplink_byte": 1094,
"downlink_byte": 584

H

{
"date": "20200602",
"uplink_byte": 462141,
"downlink_byte": 315264

I

~BER~

{
"date": "20200608",
"uplink_byte": 224550,
"downlink_byte": 153640

H

{
"date": "20200609",
"uplink_byte": 1391827,
"downlink_byte": 955614

}

1,
"total_downlink_byte": 6322351,
"total_uplink_byte": 9155993

start. end DEAAZEIEE TSI TUNRS— A5 —ZEELBEICE. EELVZHEAOBEEEZISL
FI, (startend DS DEHNZIEEIT SRENH DT I, )
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f5l) ARG & $E8RE L T(2020/1/1~2020/1/31)SIMDBEEERE L IZIBE

$ curl -s
https://api.braveridge.io/v1/routers/bb000001/data_usage?start=20200101&end=20200131
-X GET -H X-Braveridge-API-Key: AKOAQX9S3FXXXXXXXXXXXXXXXXXXXXXXXX -H X-Braveridge-
Token: TKLTb5GFHRXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

<RESPONSE>
{
"data_usages": [

{
"date": "20200101",
"uplink_byte": 1094,
"downlink_byte": 584

H

{
"date": "20200102",
"uplink_byte": 462141,
"downlink_byte": 315264

H

~ AR~

{
"date": "20200130",
"uplink_byte": 224550,
"downlink_byte": 153640

H

{
"date": "20200131",
"uplink_byte": 1391827,
"downlink_byte": 955614

}

1,
"total_downlink_byte": 6322351,

"total_uplink_byte": 9155993

NOTE VT MHEBORIESER. EDEThEaELTITONE T,

Braveridge Co., Ltd.

33



BraveGATE CORE 1—H—XH - K Braveric’ga

4. 9o o3aVY

> =N

BraveGATE CORE(ZE. JL—F—. TN RIEHLTHDOVI VO(ICTHRERET DHEEEIRHELE T,
COETIE. APICEIETBISONFERND IV Y R/IASA=FICDVWTIVIYRONMAIESBALE T, 7/
TRCED>TEELUTCVDIIOAVYRRERLE D TUVDA. FlEET /N1 ADOEERE CHBEERTI L,

BIDOY A X(CDVTIIUATEERBIN TV,

([EES Y X iR

device id HEF 1647 devicelCEI&/z > TLBEBENDID

router id REF 8T router(CEI&7/z > TLBEENDID

sensor id R AMT sensorDER|(CEIHZO>TLBE
BDID

group id GRZEEEEE L I D HHF32H7 group (CEIEZBEBENID

RPN F(F. KRENE T,

4.1. Y5 —S5 DOEIES

BELERTNA XDV —BRERK7 Y T Y OMBICLDBEBLE T, IVYRER(TEOIZTN
TR YT ERRBEMBLEFRICE Y Y —FT—9&7vTI YO LET,

Table 10. VDO T X IS A—5—

JSON Key E
name String
target Object

devices Array(String)

groups Array(String)

params Object

sensor_id String

B 13w T U —IBIRES

54

WA
@)
©

o(devices £ L < (&
groups)

o(devices &L < (&
gourps)
©

©
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EH
SEND_DATA_AT ONCE
OV EREDZEDT

D Fmdevice id 21
BEA

ED S Dgroup id EEEE
Er]

EEHE Lz Lisecsor id



‘Bravericge

{
"name": "SEND_DATA_AT_ONCE",
“targets": {
"devices": [
"2468800060010020"
]
Iy,
"params": {
"sensor_id": "0032"
}
}

4.2. ZVY7—5 OUplinkEEE%E

BraveGATE CORE 1—H'—X -1 K

BELETNA ROV —EREEHNICT YT YOI SREEREIEEL XTI,

Table 11. VO T X RIS A—5—

JSON Key {[E] Y=
name String ©
target Object ©
devices Array(String) o(devices £ L < (&
groups)
groups Array(String) o(devices €L < (&
gourps)
params Object ©
sensor_id String ©
interval Integer ©
1)

Braveridge Co., Ltd.

Bl
SET_UPLINK_INTERVAL
OAVYEREDZEDT

E D EDdevice id E#
BEA

XD FEDgroup id BEIE
Ea]

BE%Z S 9 Ssensor id

uplinkfEkR & M THE
Eo FRRDIE[FT /N1
DEERICEL Do
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"name": "SET_UPLINK_INTERVAL",
“targets": {

"devices": [
"2468800001000001"

1,

"groups": [
"GR0123456789abcdefghijkABCDEFGHIIK",
"GROVOOBADODDXX XX XXX XXXXXXXXXXXXXXX"

]
I
"params": {
"sensor_id": "000b",
"interval": 3600

43. 7—959o0—R (F/\1XDH)

T8990 O0-RICHGUETNARICHLTT—9&T DY) Y DZETVET,

JSON Key {[E] R
name String ©
target Object ©
devices Array(String) o(routers €L (&
groups)
groups Array(String) o(routers £ L < (&
gourps)
params Object ©
sensor_id String ©
data String ©
51
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Bl

DOWNLOAD DATA

OV RMOZEDEIERE

E D FDdevice id 3
1BEA

XD FEDgroup id BEUIE
Ea

F—AS%E L TzL\sensor
id=gE

BASE64T >V 1—RUTZ
T—5, B1X

(F. JSON/§SX—5 —
DA T10M byteld T
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"name": "DOWNLOAD_DATA",
“targets": {
"devices": [
"2468800060000001"

]
}I

"params": {
"sensor_id": "0060",
"data": "[BASEGATVI—RLzT—5]1"

0N RBICADYO-RIBDT—INESEHEEIE1 T/ 1 XE(CPOSTT D
4.4. 7)I\1 X T 1L —

4.4.1. Scan™RT 1 JLY LEFTEXFEDMEVICE ID)(JL—5F —DH)

JU— —(C™ L T. BLEICTSCANT 57 /N1 XERBEITD IrILIEHRELET T, RECTETDdevice_id
[F100BETEHEDFET, 3T)II—F—(CTEETETDdeviceE100BFETELED LT,

Table 12. VO T X IS A—5—

JSON Key B R B
name String © SET _FILTER_DEVICE
target Object © OVYROREDSIEE
routers Array(String) o(routers €L < (& E DS Drouter id B
groups) IEREA(5RKX100)
groups Array(String) o(routers £ U < (& E D FDgroup id BHUE
gourps) Ef]
params Object ©
device_id String ©) BISFA 9 Bdevice id%
1B
51
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"name": "SET_FILTER_DEVICE",
“targets": {
"routers": [
"10000001",
"10000002",
"10000003"
1,

"groups": [
"GR0123456789abcdefghijkABCDEFGHIIK",
"GRO00O0VVODOADX XX XXXXXXXXXXXXXXXXXXX"

]
}

arams": {

"device id": [
"2468800001000001",
"2468800001000002",
"2468800001000003",
"2468800001000004",
"2468800001000005",
~ AR~
"2468800001000100",

4.4.2. ScanX™R T + LI ZEENMDEVICE ID) JL—5 —DH)

BEINEscanmTF#R T v JLIICDVWT T v ILIEEBMULE I,
NFIV—I—(CT 1 IV —EBREURRETETLUTLIEST LY. TrILI—EEZELTUL
NOTE IEOVRETEINNETET >E. L= —EF N1 XOBNFICARBENELCDIBEND
NEI,

Table 13. VO IR KISSA—5—

JSON Key {[E] R PR
name String © ADD_FILTER_DEVICE
target Object © OV Y ROZEDSIEE
routers Array(String) o(routers LUK (& XD StDrouter id B4
groups) EED
groups Array(String) o(routers €U (& XD S Dgroup id EEEE
gourps) EA]
params Object ©

58 Braveridge Co., Ltd.



Braveric’gg BraveGATE CORE 1—H—X /1 R

device_id String © WIS A Y Sdevice id%&
=
1)
{
"name": "ADD_FILTER_DEVICE",
"targets": {
"routers": [
"10000001",
"10000002",
"10000003"
1
"groups": [
"GR0123456789abcdefghijkABCDEFGHIIK",
"GRO0OVVODOADXXXXXXXXXXXXXXXXXXXXXX"
]
I
"params": {
"device_id": "2468800001000001"
}
}

4.4.3. Scan™RT 1 JLIFED Y 7(DEVICE ID) (JL—5 —DFH)
W= —(CEEINEscanTFRD T v LI ED )T LET, GroupZEiEEIT D &ICELD.,

Table 14. VDO T X ~ISSA—5—

JSON Key B R aiFA
name String © CLEAR_FILTER_DEVICE
target Object © OV YRMOEDS
routers Array(String) o(router T UK (& EDScDrouter id E%1
group) 1BEA
routers Array(String) o(router £ U < (& EDFKD
group)
51
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{
"name": "CLEAR_FILTER_DEVICE",
“targets": {

"routers": [

"10000001",
"10000002",
"10000003"

1,

"groups": [
"GR0123456789abcdefghijkABCDEFGHIIK",
"GRO00O0VVODOADX XX XXXXXXXXXXXXXXXXXXX"

]
}
}

4.5. B RARL—T 3V

4.5.1. EBRF D

BELEIL—F—  TNARCBREAITEERLITT. (FNTRE. BEBOEEDEEICLD)

Table 15. VO IR ~ISSA—5—

JSON Key {[E] WA
name String ©
target Object ©
routers Array(String) o(router £LU L (&
device)
devices Array(String) o(router T UK (&
device)
&)
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=R

POWER _OFF

OV EREDMZEDT
%D FEDrouter id £
hatl)

D Ymdevice id 21
BEA



{
"name": "POWER_OFF",
"params": {
I
"targets": {

"devices": [
"2468800010000001",
"2468800010000002",
"2468800010000003"

1,

"routers": [
"10000001",
"10000002",
"10000003"

]

}
}

4.5.2. )L—5 —8FEesH(JL—5-)
BELEIL—S—EBEsHLET,

Table 16. VO T X RIS AXA—5—

JSON Key [El
name String
target Object

routers Array(String)

params Object

sensor_id String

) IL—5 —FHEiEE

{
"name": "RESTART",
"targets": {
"routers": [
"bb000001"
]
Iy
"params": {
"sensor_id": "0000"
}
}

‘Bravericge

© 0 0 &
)‘Tﬁ]‘l

© ©

Braveridge Co., Ltd.
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Sl
RESTART
OV YVRMZEDLE

XD % Orouter id B
BEA]

sensor id 0000%= ¥5§E
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